Duo Multi-Factor Authentication (MFA):
Enrollment Guide - iPhone

Duo's self-enrollment process makes it easy to register your phone and install the Duo
Mobile application on your smartphone or tablet.

Supported Browsers: Chrome, Firefox, Safari, Internet Explorer 8 or later, and/or Opera.

1. Enroll in Duo MFA

To start, visit a University of Miami Single Sign-On (UMSSO)-enabled application or service,
such as UM’s email website (email.miami.edu). You will then be redirected to UM's Single
Sign-On portal, to log in with your CanelD and password. Once you enter your CanelD and
password, click “Sign in.”

UM Single Sign-On

You have requested access to UM Single Sign-On which requires
University of biami authentication.

CanelD
Ertar Your Ca

Forgot your CanelD?

Your CanelD Account
Change Your Password
Change Your Security Question
Help Topics

Help with CanelD

Password
Ervter Your Password

Forgot your Password?

For security reasons, log out of UM Single Sign-0n and quit your web browser
whon you are done acoessing servioe that require CanelD authentication.

Be wary of any program oF wed page that ssks you for your usemame and
pessword. Secure Liniversity of Miaml web pages that ask you for your
usemame and password  will generally hewa LIRLs that begim  with
“hitpsc/fcanakd miaml.edu® or “hitps./caneldhalpomiamiledu®. In addition, your
browser should visually indicate that you are accessing a secura page.
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2. Duo MFA Setup Screen

You will then see the Duo MFA setup screen. Click “Start setup” to begin enrolling your
device.

lj Protect Your University of Miami

Two-factor authentication enhances the security of your account by
using a secondary device to verify your identity. This prevents anyone

MIAMI but you from accessing your account, even if they know your
password,
What Is this? 4 This process will help you set up your account with this added layer of
Need help? security.

Start setup

3. Choose the Type of Device You're Enrolling

Select the type of device you'd like to enroll and click “Continue.” We recommend using a
smartphone for the best experience, but you can also enroll a landline telephone, token, or
iOS/Android tablets.

Add a new device
l.j lamenrolling a ...
© Mobile phone secomMENDED

MIAMI Tablet (iPad, Nexus 7, etc.)

Landline

What is this? (4 -
help? U2F token
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4. Type Your Phone Number

Select your country from the drop-down list and type your phone number. Use the
number of your smartphone, landline, or cell phone that you'll have with you when you're
logging in to a Duo-protected service. You can enter an extension if you chose "Landline" in
the previous step.

Then double-check that you entered it correctly, check the box, and click “Continue”.

Add a new device
lJ My device's phone number is...
M I United States H

What is this? T3
Need help?

+1 | 7345550105 v
ex: (201) 234-5678

(734) 555-0105 is the correct number.

m

If you're enrolling a tablet, you aren't prompted to enter a phone number.

5. Choose Your Device Platform

Choose your device's operating system and click “Continue.”

Add a new device 0 734.555-0105
lJ My device is a...

MIAMI © iPhone

Android

that s thie? ”
What s this? [3 BlackBerry

Windows Phone

Other (and cell phones)

Lo emone
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6. Install Duo Mobile

Duo Mobile is an app that runs on your smartphone and helps you authenticate quickly and
easily. Without it you'll still be able to log in using a phone call or text message*, but for the
best experience we recommend that you use Duo Maobile.

(*Note: if you do not wish to install the Duo Mobile app, but are enrolling a smartphone,
please click “Back” and select “Other (and cell phones)”in order to bypass the Duo Mobile
app download screen.)

Follow the platform-specific instructions on the screen to install Duo Mobile. After installing
our app return to the enrollment window and click “I have Duo Mobile installed.”

lJ Install Duo Mobile for iOS
1. Launch the App Store app and

search for "Duo Maobile".
MIAMI

2. Tap "Get" and then "Install" to
download the app.
What is this? ]

Tap "OK" when asked if Duo Mobile
should be able to send push

Need help? notifications.

m | have Duo Mobile installed

7. Activate Duo Mobile

Activating the app links it to your account so you can use it for authentication.

On iPhone, Android, Windows Phone, and BlackBerry 10, activate Duo Mobile by scanning
the barcode with the app's built-in barcode scanner. Follow the platform specific instructions
for your device.
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MIAMI

What is this? [7
Need help?

Add a new device

Activate Duo Mobile for iOS
1. Open Duo Mobile.

E N E 2. Tap the "+" button.
3. Scan this barcode.

[=]
(Barcode is an example
m only. Do not scan.)

Having problems? We'll send you an

activation link instead.

The “Continue” button is clickable after you scan the barcode successfully.

i)

MIAMI

What is this? (3
Need help?

Add a new device

Activate Duo Mobile for iOS

1. Open Duo Mobile.
Me=r 3 2. Tap the "+" button.
py - 3. Scan this barcode.

Having problems? We'll send you an

m (Barcode is an example
only. Do not scan.)

Can't scan the barcode? Click “Having problems? We'll send you an activation link
instead.” and follow the instructions.
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8. Configure Automatic Device Options (optional)

If this is the device you'll use most often with Duo*, then you may want to enable the
“‘“Automatically send me a:” option and choose either “Duo Push” or “Phone Call.” With
this option enabled Duo automatically sends an authentication request via push notification
to the Duo Mobile app on your smartphone or a phone call to your device (depending on
your selection).

Note: It is recommended that you register at least two devices, for example, both your
smartphone and your office phone. If your smartphone is lost or stolen, you will still be able to
access protected systems using your secondary device. You can add a hew authentication
device or manage your existing devices via the authentication prompt.

Click “Continue to login” to proceed to the authentication prompt.

l J My Settings & Devices

My default device is: Automatically send me a:

i0S (XXX-XXX-0105) :

Phone Call

What is this? C1 This device can automatically

Need help? receive a request when you need

to log in with two-factor m
authentication.
My Devices

Device successfully added! Continuetologin | X
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Congratulations!

Your device is ready to approve Duo authentication requests. Click “Send me a Push” to
give it a try (with the Duo Mobile app). All you need to do is tap “Approve” on the Duo login
request received at your phone.

Choose an authentication method

lj @ Duo Push RECOMMENDED Send me a Push

MIAMI @\' Call Me Call Me

What is this? C7 [5| Enter a Passcode Enter a Passcode
Add a new device
My Settings & Devices

Need help?

Remember me for 8 hours

Enroliment successfull This is the Duo login prompt that you'll normally see when logging
in,

X

Learn More about MFA

Have questions? Visit the Duo MFA service webpage for more information:
http://miami.edu/multifactor.
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