
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Office 365 
 
Send and Retrieve Encrypted Emails 
  



 

University of Miami Information Technology         Send and Receive Encrypted Emails         Page 2 

Table of Contents 

Sending and Retrieving Encrypted Emails ............................................................................ 3 
How to Send an Encrypted Email ........................................................................................ 3 
How to Open an Encrypted Email ....................................................................................... 4 
How to Reply to an Encrypted Email ................................................................................... 8 

 

 
  



 

University of Miami Information Technology         Send and Receive Encrypted Emails         Page 3 

Sending and Retrieving Encrypted Emails 
 
How to Send an Encrypted Email 

 
1. Create the email and in the subject line type the text [secure] or [SECURE] (including the 

square brackets and then a space after the closing bracket). The text is case sensitive. 
2. Send the email. 
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How to Open an Encrypted Email 

 
1. The recipient will receive a notification that they have received an encrypted message. 

To open the encrypted message, download the message.html attachment. 
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2. Open the downloaded attachment and the recipient will be directed to a sign-in page.  
a. University users can click Sign In and login with their @miami.edu email address 

and password.  
b. External users will need to click on “Use a one-time passcode.” 
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3. External users who click on “use a one-time passcode” with have a one-time passcode 
delivered to the same email address the encrypted message was delivered to. 
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4. Provide the passcode on the Encryption sign-in page. Click Continue. 
 

 

 
5. They will then be shown the contents of the encrypted message. 

 
  

  



 

 
How to Reply to an Encrypted Email 

 
1. To send a response, click the Replay All button. 
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2. By default, you are added to the CC field. Click the X next to your email address if you 
do not wish to receive a copy of the sent message. 
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3. Click inside the text box and enter your message. 
4. Click Send when done. 
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5. You’ll be taken back to the encrypted message. Click Sign Out in the top left corner. 
6. Close the window or tab. 
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